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Apple Automated Device Enrolment

This guide covers how to enrol a brand new or factory reset BAM-provided Apple iPhone or iPad
using Apple ADE (Automated Device Enrolment, previously known as DEP).

This guide should not be used for non-ADE or Android devices. If in doubt, please contact your IT
Servicedesk for clarification.

Before you start:

* Ensure that your device is not already set up or enrolled (if you need to re-enrol, ensure you have
factory reset the device).

» Ensure that you have an Apple ID and password (if you need to set up a new one, this is covered
in the early steps of this guide).

If you encounter problems or errors during the enrolment process, please contact the IT
Servicedesk for assistance.
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Apple ID Setup

Before you enrol your Apple device, you need an Apple ID. If you have already set up an Apple ID,
you can skip these steps and proceed to device enrolment from page 6 of this guide.

To set up a new Apple ID, follow these steps.
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Click the icon above to go to ® .. °%®
https://appleid.apple.com °52. o0
[#] ...... ~ ...... L ]
(or type the address into your " ‘: ';’ o’
web browser from your laptop
or desktop computer) On the ApplelD website, click

on “Create Your Apple ID”
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Apple ID Setup

Create Your Apple ID

One Apple ID is all you need to access all Apple services.

Already have an Apple ID? Find it here »

First name Last name

COUNTRY / REGION

United States ~

Birthday [ -]

name@example.com

This will be your new Apple ID.

Password

Confirm password

Fill out the initial part of the

form with your full name,
country, date of birth, and

BAM email address. Input
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and confirm a password of
your choice.

+1 (United States) ~

Phone number (]

Be sure to enter a phone number you can always access. It will
be used to verify your identity any time you sign in on a new
device or web browser. Messaging or data rates may apply.

Verify with: © Text message O Phone call

Announcements
Get announcements, recommendations, and updates about Apple products,
services, and software.

Apps, Music, TV, and More
Get new releases, exclusive content, special offers, and recommendations for
apps, music, movies, TV, books, podcasts, Apple Pay, Apple Card and more.

Apple News Newsletter
The best stories, picked by the Apple News editors, delivered right to your
inbox.

Type the characters in the image

¢ New Code | =) Vision Impaired

In the next part of the form, input a mobile or
landline number that you can receive text
messages or calls on. This will be used for
the next steps, so ensure you can access it
when needed later in this process.
Untick the options for receiving
announcements. Complete the Captcha.

[ 3

Your Apple ID information is used to allow you to sign in securely and access your
data. Apple records certain usage data for security, support, and reporting
purposes. See how your data is managed.

Click Continue to proceed.
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Apple ID Setup

Verify your email address to
create your new Apple ID.

An email with a verification code has been sent to
amarkstest@bam.com.
Enter the code here:

Didn’t get an email?

Send a new code Cancel

An email will be sent to your
BAM email address with a
code. Input the code in the

boxes on-screen.
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Verify your phone number to
finish setting up your Apple ID.

Enter the verification code sent to +44 7854 154272.

Didn't get a code?

Cancel

A text message or phone call
will be sent to your contact
number, with a code. Input the
code in the boxes on-screen.

Sign-In and Security

u're having trouble signing in.

Adam Marks
amarkstest@bam.com
Apple ID @ Password
amarkstest@bam cor Last updated November 22, 2021
Sign-In and Security
Personal Information
Payment Methods
Family Sharing Account Security @ App-Specific Passwords
Devices Two hentication View details

Privacy

Once complete, you will be
taken to your Apple ID
homepage. Your Apple ID is
now set up and ready to use.

elated to signing in to your account, account security, as well as how to recover

©
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Apple ADM Enrolment

Once your Apple ID has been created, or if you already have an Apple ID, you can now enrol your
device.

Choose a
Wi-Fi Network

Quick Start

ring your current iPhone or iPad near this
P

Use Cellular Connection

Turn on your device. Select a Tap “Set Up Manually”. Connect to WiFi if you have a
language and country. WiFi connection available;
alternatively, select “Use
Mobile Connection”.
You will need to have a SIM
card in the device to use the
chd over 2 s mobile connection.
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Apple ADM Enrolment

Apps & Data Remote
Management

Choose how you want to transfer apps and
datato this IPhone: “BAM CONSTRUCT UK LIMITED* will
automatically configure your iPhone.

Restore from iCloud Backup
What does Remote Management do?
Restore from Mac or PC
Remote management enables the
administrator of “BAM CONSTRUCT UK
LIMITED" to set up email and network

Don't Transfer Apps & Data
- accounts, install and configure apps, and
“manage this iPhone's settings. '

Remote vullmr ment...

Tap “Don’t Transfer Apps or Data”. The InTune Remote Management
If you have an existing backup profile will now attempt to take
control of your device. Tap Next.

that you wish to restore, please
contact the IT Servicedesk.
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Cancel Remote Management

3= Microsoft
Sign in

Email address, phone number or Skype

No account? Create one!

Can't access your account?

Q Sign-in options ‘

You will be prompted to sign into
your BAM account. Input your
BAM email address and tap Next.
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Apple ADM Enrolment
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Cancel Remote Management
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Enter password

Input your BAM account
password. Tap Next.

If you are prompted to carry out
multi-factor authentication, please
Space for pay-off, do SO.
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Cancel Remote Management
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Stay signed in?

Do this to reduce the number of times you are
asked to sign in

L J Don't show this again

No Yes

Tap Yes.

9:41 AM 100% -

Cancel

Place Your Finger

Lift and rest your finger on the Home
button repeatedly.

At this point you will be given the
option to set up fingerprint unlock
or face unlock. You can complete
this now, or skip it and do it later.
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Apple ADM Enrolment

9:41

& Back

Create a Passcode

A passcode protects your data and is used
to unlock iPhone.

Passcode Options

ABC

Create a passcode for your
device. This must be six digits
long, and must not be “simple”
— do not use 123456 or 111111 for
dided over 2 s example.
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Apple ID

Sign in with your Apple ID to use iCloud, the
App Store, and other Apple services.

Apple ID  j.appleseed@icloud.com

Forgot password or don’t have an
Apple ID?
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Input your Apple ID, and confirm
the password when prompted.
You may be required to complete
multi-factor authentication.

Keep Your iPhone
Up to Date

Get the latest features, security, and
improvements by updating iOS
automatically.

You will receive a notification before
updates are installed, and can choose
other options in Settings.

Tap Continue to keep your device
up to date. This is important to
ensure your device remains
secure and compliant.
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Apple ADM Enrolment

After a couple more screens (not pictured here — they are informational screens) you will be
presented with your device homescreen.

You now have a few more things to do before you can access corporate data.

il vodafone UK 2 12:21 ) il vodafone UK & 12:22

-
Files Find M: Shortcuts  iTunes Store N
4 B Microsoft

Sign in

\Translate Comtmats Watch Tips 5 )

3 Emaxl address or phone number

@ g % Can't access your account?
t somp Portaff  Outlook  QuickSupport
Company Portal
Get access to com, pany resources and keep
them secure.

Done
gwe r r tyuiop

asdf gh jk I

After a short wait, some Tap Sign in. Input your BAM email address.
applications will be downloaded

and installed. Tap on Comp
Portal to continue.
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Apple ADM Enrolment

Cancel

Enter password

Password

Forgotten my password

Terms of use  Privacy & cookies

Input your BAM account
password. This is the same
password that you use to log into
your computer.
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Royal BAM Group nv

Get notified so you don't
lose access

&

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

Tap OK.

Royal BAM Group nv

Get notified so you don't
lose access
o
“Comp Portal” Would Like to
Send You Notifications
We ur

Notifications may include alerts,
de  sounds and icon badges. These can be ‘@n
configured in Settings.

Yo 3s.
Don't Allow Allow

Tap Allow.
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Apple ADM Enrolment
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Royal BAM Group nv Royal BAM Group nv

Royal BAM Group nv

Allow “Comp Portal” to use
Set up Royal BAM Group Setl ot location? Set up Royal BAM Group
nv access NV { Select "Allow While Using App" to give nv access

Company Portal permission to access
Set up your device to access your email, Sett Kﬁ;:,:z;f,"?: :;21:::,?2:;:,:”:,:( Set up your device to access your email,
devices, Wi-Fi, and apps for work. devic Company Portal can run the devices, Wi-Fi, and apps for work.
compliance checks that keep your
device secure. Company Portal won't
store your location or share it with your

(@ Get your device managed Qc organization. @ Get your device managed
| | |
(@ Check device settings @ C (@ Check device settings
< Precise: On
Learn more Learn Learn more
L
Allow Once

Allow While Using App

Postpone Postpone Postpone

Tap Begin. Tap Allow Once. Tap Continue.
Note that this screen may appear
at a random point during this
process!
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Apple ADM Enrolment

Check device settings

We are checking whether your device
meets Royal BAM Group nv compliance and
security policies. This may take a few
minutes.

Feel free to browse the web or make a cup of cotfea while
we finish up.

Wait while device settings are
checked.
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il vodafone UK & 12:23

Royal BAM Group nv

You're all set!

You should now have access to your email,

devices, Wi-Fi, and apps for work.

@ Get your device managed

@ Check device settings

Learn more

Tap Done.

il vodafone UK &

Royal BAM Group nv

Apps

Q

Recently published View all apps

Intranet BAM Connect (Roelof Test)
BAM Group

Microsoft Power Apps
Microsoft Corporation

Intranet Test Roelof
Royal BAM Group NV

o TeamViewer QuickSupport

TeamViewer Germany GmbH

2 e o

Devices Support  Notifications More

You will now see the Company
Portal homescreen, and your
device is now fully enrolled!
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Accessing Corporate Resources

Now that your device is now fully enrolled, you need to configure a few applications so that you can
access your email, Teams, and other corporate resources. This section shows how to set up Outlook.

il vodafone UK =

00  *x

Find My Shortcuts  iTunes Store

From your device homescreen,
open Outlook.
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1 Account Found

Add Account

Skip

Privacy & Cookies

Tap Add Account.

il vodafone UK & 12:24
1 Account Found

J

Added

Your admin has enabled
Contact Save in Outlook's
settings. Please grant
permissions so that Outlook
can export contacts from
your email account to the
Contacts app.

OK

7 - il vodafone UK & 12:24 L1}

“Qutlook” Would Like to
Access Your Contacts

Qutlook can sync contacts from your
email accounts to the Contacts app.

Don't Allow OK

Skip

Privacy & Cookies

Tap OK.

Tap OK.



€% bam

Accessing Corporate Resources

il vodafone UK = 12:24 -

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

OK

Tap OK.
Outlook will now close.
Reopen Outlook from your
homescreen to continue.
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Your IT administrator is now
helping you protect work or

school data in this app.

OK

Tap OK.

P

Enable Notifications

Duthosk uses notfications as & way 90
make Sune PO inbou s always up-to-

Tap Turn On.

.—

“Outhook™ Would Like 1o Send
You Motifications
Halifications may inchsds sk,
noendy and koon badges. These canks
oA in BHTEgS.

D't Al Allaw -

=

Tap Allow.
Your emails will now be
displayed, and Outlook is now
fully configured.
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Installing Applications

Now that your device is fully enrolled, you can install additional applications in one of two ways.

Corporate apps can be installed via the Company Portal app. This contains apps that have been
provided by Royal BAM Group for corporate use.

When you install corporate apps, you may need to add your account and sign in, in a similar way to
how you configured Outlook earlier in this guide. Simply follow the instructions on screen.

Other apps can be installed via the App Store on your device. This includes applications that are not
provided for corporate use. Please note that apps you install will be visible to IT Support — ensure
you are following the company IT policy.

)

Corporate Apps Other Apps




€% bam
Enrolment Complete!

Your device is now fully enrolled and set up for corporate access.

If you experience any problems with your device, or have queries about using it, please contact the
IT Servicedesk for assistance.




